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Statement Regarding Federally Sponsored Rese arch or Development 

This invention was made with Government support under 
5 Contract No. DAAB07-96-C-C760 , awarded by the US Army. The 
government has certain rights in this invention. 

1. Field of the Invention 

The present invention relates generally to an apparatus and 
10 method for network communications. More particularly, the 

present invention relates to a communications network having 
member stations arranged in clusters, each cluster having a head, 
with each member station deciding whether to communicate directly 
with a target member station or to route messages to the target 
15 member station through an affiliated cluster head. 

2 . Related Art 

Communications networks can be formed by arranging a plurality of 
mobile communications stations into a hierarchical configuration 
including groups (e.g., clusters), with each group having a group 
20 or cluster head (e.g., cluster gateway). 

An example of such a communications network is disclosed in U.S. 
Patent No. 5,850,592, issued to S. Ramanathan on December 15, 
1998, and assigned to the same assignee. The 5,850,592 patent 
discloses a method for a plurality of mobile stations to 
25 automatically organize themselves into a hierarchical network, in 
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which some of the stations operate as message gateways for a 

cluster of mobile stations. 

In the arrangement of the 5,850,592 patent, a plurality of mobile 
stations is employed, with each station being able to operate in 
5 at least two basic modes. In the first mode, a mobile station 
serves as a message gateway (e.g., a cluster head or network 
access point) for a cluster of other member stations (e.g., non- 
gateway stations) . The second mode allows a mobile station to 
operate as a non-gateway (or cluster member) station. Each 
10 mobile station determines which out of the two modes to operate 
in. 

The mobile stations disclosed in the 5,850,592 patent are capable 
of operating at two different power levels. When there are no 
other available cluster heads, the mobile station operates as a 

15 cluster head, and transmits at a relatively high power level. 

The cluster head transmits at the relatively high power level to 
communicate with other cluster head stations and to typically 
provide longer distance network links. Although the cluster head 
communicates at a higher power level with other cluster heads, 

20 the cluster head can still communicate with its cluster members 
using a relatively lower power level. A cluster head can also 
periodically broadcast a so-called cluster beacon to establish 
the station's presence and its availability to operate as a 
cluster head. 

25 Each cluster head station also is equipped to identify whether 
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any other cluster heads are within affiliation range, and if so, 
to initiate a procedure to terminate operation as a cluster head, 
if such termination will not excessively reduce connectivity of 
the network's backbone. Before terminating operation as a 
5 cluster head, the cluster head can broadcast a termination 

request and wait for a predetermined time to see if all members 
accept the request. 

In known systems as exemplified by the 5,850,592 patent, cluster 
head stations communicate with each other to form a network 

10 backbone, and cluster member stations . affiliate with only one 
cluster head at a time. All network communication for a member 
station is routed through the affiliated cluster head station. A 
possible network arrangement is shown in Figures 2 and 3, in 
which areas la, lb and lc represent individual clusters. As 

15 shown in these figures, cluster members CM2 , CM3 , CM6 and CM7 can 
affiliate with a single cluster head (e.g., CHI, CH4 or CHS). As 
shown, CM2 and CM3 are affiliated to a cluster headed by CHI, and 
CM 6 and CM7 are affiliated to a cluster headed by CHS. CH4 is 
the head of its own cluster. Within a cluster, as shown in 

20 Figure 2, member CM2 communicates with a target co-cluster member 
CM3 by routing messages through the common cluster head CHI. A 
target station is a station for whom a message is directed to 
(e.g., a destination node). Within the network, as shown in 
Figure 3, a cluster member CM3 routes messages to CHI, for 

25 redistribution through CHS, for a target cluster member CM6 . The 
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Figure 3 routing scheme requires three routing hops (e.g., CM3- 

CH1, CHI -CHS and CH5-CM6) . 

As will be understood by those skilled in the art, various 
procedures are known for routing messages over a network, even 

5 when the configuration of the network may change. For example, 
link state routing is a well-known routing mechanism. Similarly, 
there are procedures for measuring or rating the connectivity of 
a network in a particular configuration, versus alternative 
configurations that are well known in the art. These types of 

10 techniques will not be described in detail herein, however, 

reference may be had to technical articles including: "Packet 
Radio Routing," by Gregory S. Lauer in Chapter 11 of "Routing in 
Communication Networks," ed. Martha E. Steenstrup, Prentice-Hall 
1995; "Packet Radio Network Routing Algorithms: A Survey," by J. 

15 Hahn and D. Stolle, IEEE Communications Magazine, Vol. 22, No. 
11, November 1984, pp. 41-47; * The Organization of Computer 
Resources into a Packet Radio Network," by R. E. Kahn, IEEE 
Trans, on Communications, Vol. COM-25, No. 1, January 1977, pp. 
169-178; tt Analysis of Routing Strategies for Packet Radio 

20 Networks," J. Garcia Luna Aceves and N. Shacham, Proc . of the 

IEEE INFOCOM '85, Washington, D.C., March 1985, 292-302; and "The 
DARPA Packet Radio Network Protocols," by J. Jubin and J. Tornow, 
Proc. of the IEEE, Vol. 75, No. 1, January 1987, pp. 21-32. See 
also U.S. Patent Nos. 4,718,002, 5,243,592, 5,850,592, 5,881,246, 

25 5,913,921 and 6,028,857 for the general state of the art in 
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wireless network message routing. 

In known clustering systems, each cluster member has a cluster 
head, and all communication traffic to and from a cluster member 
goes through that cluster head. Such networks limit network 

5 bandwidth capabilities and hamper efficiency by requiring all 
communication to go through a cluster head, even though direct 
communication between nearby stations may be possible. Requiring 
that messages always be routed through an affiliated cluster head 
may cause increased network congestion and produce additional 

10 network interference. 

These types of problems are not adequately addressed in the art. 
Thus, there is a need for a flexible communications station in a 
communications network which can determine whether to communicate 
directly with a nearby target station, instead of routing 
15 messages through an affiliated cluster head for redistribution to 
the target station. There is another need to provide an 
adaptive, wireless mobile communications station with the ability 
to decide which out of an affiliated cluster head or a target 
cluster member to route messages to. 

20 SUMMARY OF THE INVENTION 

The present invention relates generally to using direct cluster 
member to cluster member links to improve performance in mobile 
communication systems. 
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According to the invention, a mobile communications station 

communicates among a plurality of mobile stations in a network. 

Stations in the network are arranged in clusters of communication 

member stations, with one member station in each cluster being a 

5 head station for the cluster. Each member station communicates 

with the network through at least one cluster head station, and 

the cluster head stations communicate among other cluster head 

stations . 

According to one aspect of the invention, a mobile communications 
10 station includes an electronic memory circuit, a transceiver, and 
an electronic processor circuit. The electronic memory circuit 
has network information stored therein. The transceiver 
transmits signals to and receives signals from mobile stations in 
the network. The electronic processor circuit (i) evaluates a 
15 beacon message received from a first member station of the 

plurality of mobile stations through the transceiver, and (ii) 
determines whether to communicate with the first member station 
directly or to communicate with the first member station by 
routing messages through at least a cluster head station 
20 affiliated to the mobile communications station. 

In one embodiment, a network communications apparatus includes an 
electronic memory circuit, an electronic processor circuit, and a 
transmitter. The electronic memory circuit stores network 
information. The electronic processor circuit (i) directs 
25 communication between the apparatus and an affiliated network 
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gateway and a target node, and (ii) decides which out of the 

affiliated network gateway and the target node to directly 

communicate with when transmitting messages for the target node. 

The transmitter transmits communication messages. 

5 In another embodiment, a method of operating a communications 
station is provided. The station is in a communications system 
for communication among plural stations in a network in which 
stations are arranged in clusters of communication stations with 
one of the stations being a cluster head in each cluster. The 

10 cluster head station communicates among other cluster head 
stations. The method of operating a communications station 
includes the steps of: i) receiving a beacon message each from a 
first station of the plural stations in the network and a cluster 
head that is affiliated to the communications station; ii) 

15 evaluating the beacon messages; and iii) determining whether to 
directly communicate with the first station or to communicate 
with the first station by forwarding messages through a cluster 
head station affiliated to the communications station. 

In yet another embodiment, computer executable code stored on a 
20 computer readable medium is provided. The code is to operate a 
communications station so as to communicate among a plurality of 
mobile stations in a network in which stations are arranged in 
clusters of communication member stations. One member station is 
a cluster head station for each cluster. A cluster head station 
25 communicates with at least one other cluster head station. The 
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computer executable code includes: i) code to evaluate a beacon 

received by the communications station from a first member 

station, and ii) code to route messages, based on an evaluation 

of the evaluation code, to the first member station through an 

affiliated cluster head station for distribution to the first 

member station, or to route messages directly to the first member 

station. 

In still another embodiment, a method for configuring a network 
of stations is provided. The method relates to a communications 
system for communication among plural stations in a network in 
which stations are arranged in clusters of communication member 
stations each communicating among each other and one of the 
member stations in each cluster being a head station of the 
cluster. The cluster head stations communicate with other 
cluster head stations. The method for configuring the network of 
stations includes the steps of: i) receiving a beacon issued by a 
first member station in a second member station of the plural 
stations; ii) comparing a received signal strength indicator 
(RSSI) of the received beacon with a predetermined RSSI value; 
and iii) determining whether the second member station should 
communicate directly with the first member station based at least 
in part on a result of a comparison in the comparing step. 

In still another embodiment, a method of operating a 
communications station so as to route a message to a first member 
station of a plurality of member stations is provided. The 

8 
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method is used In a communications system for communication among 

the plurality of member stations in which member stations are 

arranged in clusters of communication member stations with one of 

the member stations being a cluster head in each cluster. A 

5 cluster head station communicates with at least one other cluster 
head station. The method includes the steps of: (i) receiving a 
signal from the first member station and determining a received 
signal strength (RSSI1) for the signal; (ii) receiving a signal 
from an affiliated cluster head station and determining a 
10 received signal strength (RSSI2) for the signal; (iv) determining 
a value (X) representing a relationship between a maximum 
received signal strength and a received signal strength for a 
signal between the first member station and the affiliated 
cluster head station; and (v) transmitting a signal directly to 

15 the first member station when RSSIl > RSSI2 - X. 

In still another embodiment, a method of operating a 
communications station so as to route a message to a first member 
station of a plurality of stations is provided. The method is 
used in a communications system for communication among the 

20 plurality of member stations in which member stations are 

arranged in clusters of communication member stations with one of 
the member stations being a cluster head in each cluster. A 
cluster head station communicates with at least one other cluster 
head station. The method includes the steps of: (i) 

25 approximating an area of interference (Al) caused by a 



9 



EXPRESS MAIL NO. EK673490505US PATENT 

Docket No. 99-447 
transmission between the communications station and the first 

member station; (ii) approximating an area of interference (A2) 

caused by a transmission between the mobile station and an 

affiliated cluster head station; (iii) approximating an area of 

5 interference (A3) caused by routing a message from the affiliated 

cluster head station to the first member station; and (iv) 

transmitting a message directly to the first member station when 

Al < A2 + A3. 

In another embodiment, a network communications apparatus is 
10 provided. The apparatus includes storage means for storing 

network information. The apparatus also includes directing means 
for directing communication between the apparatus and an 
affiliated network gateway or a target node. The apparatus also 
includes determining means for determining which out of the 
15 affiliated network gateway or the target node to directly 

communicate with when transmitting messages for the target node. 
The apparatus includes transmitting means for transmitting 
communication messages . 

These and other objects, features and advantages will be apparent 
20 from the following description of the preferred embodiments of 
the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention will be more readily understood from a 
detailed description of the preferred embodiments taken in 
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conjunction with the following figures. 

Figure 1 is a block diagram of a mobile communications station.. 

Figure 2 is a diagram illustrating a conventional routing path 
between CM2 and CM3 in an arbitrary network configuration. 

5 Figure 3 is a diagram illustrating a conventional routing path 
between CM3 and CM6 in an arbitrary network configuration. 

Figure 4 is a diagram illustrating a routing path according to 
the present invention. 

Figure 5 is a diagram illustrating a routing path according to 
10 the present invention. 

Figure 6 is a diagram illustrating relative areas impacted by 
radio transmissions . 

Figure 7 is a diagram illustrating a multi-affiliation network 
configuration . 

15 Figures 8a and 8b illustrate, respectively, a format of a cluster 
beacon and a member beacon. 

Figure 9 is a flow diagram illustrating an operational aspect of 
the present invention. 

Figure 10 is a flow diagram illustrating an operational aspect of 
20 the present invention. 
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DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

Some ad-hoc wireless networks simplify routing and minimize 

routing traffic by organizing nodes (e.g., network members) into 

groups called clusters. A cluster may include a single cluster 

head and zero or more cluster members. It is an object of the 

present invention to allow one or more wireless cluster members 

in a network to determine whether to communicate directly with a 

target cluster member, or to route messages through an affiliated 

cluster head for redistribution to the target cluster member. 



Preferably, a communication node (or station) determines when it 
can save resources by transmitting data directly to a destination 
or target node. When nodes are relatively close to one another, 
sending one direct message can conserve overall network 

15 transmission energy, instead of routing the message through 
several other nodes for redistribution to a target node. 
Preferably, the present invention optimizes bandwidth utilization 
by allowing data traffic to use information about power usage to 
minimize power when transmitting data from one node to another. 

20 A node uses less power to transmit a short distance than is 
required to transmit over a longer distance. As will be 
appreciated by those skilled in the art, low-power transmissions 
generate less network interference than do high-power 
transmissions . 

25 The preferred embodiments will be described with respect to a 
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wireless mobile communications station and to a network formed by 

a plurality of similar mobile stations. However, the present 

invention is not limited to the wireless mobile communications 

field. Instead, the invention is applicable to many other types 

of networks, including cellular telephone systems, wireless 

metropolitan area networks, wireless LANs (e.g., where computer 

terminals are analogous to cluster members and a base station (s) 

is analogous to a cluster head(s)), and so forth. 

A wireless mobile communications station 2 is shown in Figure 1. 
The mobile station 2 preferably includes a central processing 
unit (CPU or electronic processor circuit) 3, a memory (or an 
electronic memory circuit) 4, a power supply 5, a transceiver 6 
(e.g., a transmitter and a receiver), RAM 7 and/or ROM 8. The 
memory 4, RAM 7 and ROM 8 are each suitable for storing computer 
executable software, databases, data structures, and/or for 
storing various network information. 

As will be appreciated by those skilled in the art, the CPU 3 
executes computer executable software in a known manner. As 
such, the CPU 3 controls the operation of mobile station 2 and 
implements the methods, procedures and logic of the present 
invention. The mobile station 2 may also include more than one 
transmitter and/or more than one receiver for transmitting 
signals (e.g., RF signals). As will be appreciated by those 
skilled in the art, many conventional transceivers provide a 
received signal strength indicator ( w RSSI" ), and such 

13 
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transceivers may be employed in the present invention. The 

mobile station 2 can also include an Ethernet interface, as well 

as other interfacing ports. With these arrangements, the mobile 

station 2 is able to communicate with mobile stations in the 

5 network. Those of ordinary skill in the communications art will 

realize that other known routing architectures, computing 

components , and/or routing software may be utilized in accordance 

with the present invention. 

In one embodiment, the mobile station 2 conducts concurrent or 
10 simultaneous communication with multiple mobile stations, 

including multiple cluster heads as shown in Figure 7. For 
example, mobile stations 2a, 2b and 2c are illustrated as each 
being affiliated to clusters headed by CHI and CH2 . Mobile 
station 2d is affiliated both to a cluster headed by CH2 and to a 
15 cluster headed by CH3 . Communication with multiple stations can 
occur, for example, through different channels and subchannels 
(e.g, different frequencies), and/or by transmitting specific 
identifying information (or coded information) for each intended 
source or target. One definition of a channel is a means to 
20 communicate so at least two transmissions can proceed 
simultaneously without interfering with each other. 

A w local" channel can be used for communication between a 
cluster head and affiliated cluster members, for example. 
Communication between a cluster head and an affiliated cluster 
25 member preferably occurs at a network-known, low-power level. 
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Cluster heads can also use the local channel when issuing 
periodic cluster " beacons." Cluster heads preferably issue 
cluster beacons at a network-known, high-power level. In the 
preferred arrangement, each mobile station in the network 
5 recognizes that cluster beacons are transmitted at the high-power 
level. Alternatively, the beacons and local communication 
messages could each be transmitted at a variable power level. 

An example of a cluster beacon format is shown in Figure 8a. 
Cluster beacons preferably include a cluster beacon header, a 

10 neighbor list, and a cluster member list. A cluster beacon 

header may include a unique cluster head node ID, a network ID, a 
status field, organizational affiliation, a partition ID, or the 
like. A neighbor list can include information regarding 
potential neighbor cluster heads, or information pertaining to 

15 affiliated cluster heads. The neighbor list preferably includes 
an ID and a metric for each identified cluster head. 

A metric can be an expression or measure of how " expensive" it 
is to transmit across one link. Typically, a metric is 
calculated at the transmitting side of the link. For example, if 

20 a link exists between nodes A and B, the metric for a link from A 
to B is the sum of the cost of being processed at node A and the 
cost of being transmitted from node A to node B. One cost factor 
may be the power needed for a transmission. Other factors for 
determining a metric for a link may include queuing delays at a 

25 node, congestion through a node, statistical delay probabilities 
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and/or corruption caused by interference or disruption of a 

signal, and so forth. 

Returning to Figure 8a, the cluster member list identifies the 
number of affiliated cluster members and which specific cluster 
5 members are affiliated to the issuing cluster head. For each 
identified cluster member, the neighbor list preferably includes 
an ID and a metric or quality factor associated with that 
station. 

Mobile stations preferably form a cluster beacon database to help 
10 track cluster heads within transmission range. The beacon 

database can include fields such as cluster head ID, organization 
matches, beacon strength (or a metric or other factor qualifying 
the received beacon) , a metric synthesizing all other beacon 
fields into a measure of how Agood a cluster would be to join, 
15 etc. A mobile station preferably uses information stored in the 
cluster beacon database to determine which cluster head (or 
heads) to affiliate with. 

Preferably, mobile station 2 automatically seeks out other mobile 
stations to form a network, or to join a pre-existing network. 
20 The mobile station 2 preferably operates in at least two modes. 
In the first mode of operation, the mobile station 2 serves as a 
cluster head (e.g., a network w access point" or w gateway" ) for 
other mobile stations. In this capacity, the cluster head is an 
intermediary between affiliated mobile stations and the network. 
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In the second mode of operation, the mobile station 2 serves as a 

non-cluster head (e.g., a member of a cluster group) . A mobile 

station preferably gains membership to a cluster group after 

successfully completing a w handshaking" protocol with the 

5 group's cluster head. As discussed, the mobile station can alter 

its transmission power level for operation in the first or second 

mode . 

Each cluster member station in the network preferably transmits a 
member beacon signal. The signal can be transmitted randomly or 

10 on a predetermined interval (e.g., every 3 0 seconds or so). 

Preferably, the member beacon is transmitted through the local 
channel at the network-wide, high-power level. An example of a 
member beacon format is shown in Figure 8b. As illustrated, the 
member beacon format includes a cluster member node ID, a network 

15 ID, and a field for other information. The cluster member node 
ID is a unique identifier representing the issuing station. The 
network ID identifies the network with which the station is 
associated. The "other information" field can contain 
information regarding a network partition, a power transmission 

20 level reference, and/or current affiliation status, etc. 

Mobile station 2 preferably collects and stores member beacons in 
a member beacon database (or other data structure) . Mobile 
station 2 may store beacon messages in the database according to 
member station ID, which is transmitted in a member beacon. 

25 The concepts of the preferred embodiment provide enhanced network 
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bandwidth optimization. For example, using multiple hops can use 

less power (and cause less interference) in a wireless mobile 

network, than a single hop at a high-power transmission level. 

As shown in Figure 6, two low-power transmissions between CM2-CH1 

5 and CH1-CM3 may have a combined lower network area of impact (A2 

and A3), than an area of impact (Al) of a single high power hop 

between CM2 and CM3 . An area of impact (or w affected area' 7 ) 

represents an area of potential network interference caused by a 

transmi s s ion . 

10 Power transmissions are analogous to w conversations" in a room. 
For example, using a low power transmission is analogous to 
people whispering in a room. Using a high power transmission is 
analogous to a person shouting in the room. As will be 
appreciated, many simultaneous conversations can take place in 

15 the room when people whisper. However, if a person shouts, all 
other conversations are interfered with, resulting in a lower 
w conversation'' bandwidth. 

Similarly, in a preferred embodiment, mobile station 2 uses 
transmission power information to optimize network bandwidth. In 

20 this regard, mobile station 2 decides whether to communicate 

directly with a target mobile station or to route messages for 
the target station through an affiliated cluster head. For 
example, as shown in Figure 4, CM2 may decide to transmit 
directly to CM3 , instead of routing messages through CHI. 

25 Similarly, as shown in Figure 5, CM3 may decide to communicate or 
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transmit signals directly to CMS , instead of routing a message 

through CHI and CHS. Preferably, direct cluster member to 
cluster member communication occurs at the network -wide , low- 
power level over the local channel. Alternatively, cluster 
5 member to cluster member communication occurs at a variable power 
level. The variable power level can be set to ensure a 
successful transmission and/or to minimize network interference, 
for example. 

An example of a preferred operational aspect of mobile station 2 

10 will be described with reference to Figures 9 and 10. As shown 
in Figure 9, mobile station 2 monitors the local channel and 
collects member beacons (SI) . The transmission power 
characteristics of a received member beacon are evaluated. In a 
preferred embodiment, the mobile station 2 determines if the 

15 beacon message has sufficient signal strength (S2) . Sufficient 
strength is preferably determined by comparing a received signal 
strength indicator ( w RSSI" ) against a predetermined RSSI 
threshold, for example. In general, as will be appreciated by 
those skilled in the art, an RSSI can represent a value that is 

20 proportional (or otherwise related) to a known signal strength 
attained by measuring a received signal. A low RSSI value 
implies a relatively weak received signal. In a preferred 
embodiment, a member beacon RSSI is a digital value that is 
proportional to the known member beacon signal power level (e.g., 

25 the highest power level) attained by measuring the received 
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signal strength of the member beacon. Additionally, a cluster 

beacon RSSI is a digital value that is proportional to the known 

cluster beacon power lever (e.g., the highest power level) 

attained by measuring the received signal strength of the cluster 

5 beacon. Alternatively, when beacons are transmitted at a 

variable power level, a transmission power reference could be 

included in the beacons . A receiving node could then use the 

power reference to calculate or otherwise determine an RSSI for 

the signal. 

10 The predetermined RSSI threshold value can be selected to 

indicate that the receiving station must necessarily respond at 
the highest power level, since the received signal is so weak 
(e.g., the target station is far away). If the received beacon 
does not have sufficient strength (e.g., the signal strength is 

15 below the RSSI threshold) , the mobile station 2 checks its member 
beacon database to determine if a particular member station has 
previously issued an acceptable beacon message (S3). Mobile 
station 2 preferably removes a beacon message from the database 
if one is found (S4) * The beacon message is removed since the 

20 mobile station would be required to transmit at the highest power 
level to reach the target station (e.g., since the new beacon was 
below the RSSI threshold value) . As discussed above, 
transmitting at the highest power level may cause a relatively 
large area of interference. If the mobile station 2 is not 

25 listed in the database, the received beacon is ignored or 



20 



EXPRESS MAIL NO. EK673 490505US PATENT 

Docket No. 99-447 

otherwise discarded (S5) . 

If the received signal has an RSSI above the threshold level, the 
mobile station 2 checks the member beacon database (S6) and 
determines whether a member beacon of the transmitting member 
5 station has been previously stored (e.g., listed) in the database 
(S7) . If the member station is listed in the database, the 
mobile station updates the RSSI information for the received 
beacon message (S8) . In this manner, the mobile station 2 
ensures that the database contains fresh information, for 
10 example. The transmitting mobile station (and beacon 

information) is added to the database if it is not already listed 
therein (S9) . 

As will be appreciated by those skilled in the art, time-series 
statistical processing, e.g., moving averages, can also be used 
15 to process the RSSI information. This processing can be 
accomplished using known low-pass filters, finite impulse 
response (FIR) modules, or signal processing software. A moving 
RSSI average could then be used as the reference RSSI value, for 
example, in steps S2 , S8 and/or S13 . 

20 In a preferred embodiment, each member station determines whether 
to transmit messages directly to a target member station, or to 
route messages to the target station through an affiliated 
cluster head. Figure 10 is a flow diagram illustrating a 
preferred routing procedure. 
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In step S10, the mobile station identifies a target member 

station in which a message is intended. As will be appreciated 

by those skilled in the art, the mobile station 2 identifies a 

target node through a unique node ID, or through characteristics 

5 derived based on available network topology, for example. 

The mobile station determines whether the target member station 
is listed in the member station database (Sll) . If the station 
is not listed, the mobile station routes messages through an 
affiliated cluster head (S12), as discussed below. A target 

10 station will not be listed in the database for several reasons, 
including: i) the mobile station 2 did not receive a member 
beacon from the target station; and ii) the mobile station 2 
received a beacon message from the target station, but the RSSI 
(or RSSI average) of the member beacon was below the 

15 predetermined threshold level. If the target station is listed 
in the database, the mobile station 2 determines whether 
transmission requirements are met (S13) . If the requirements are 
met, the mobile station communicates directly with the target 
node or station (S15) . As will be appreciated by those skilled 

20 in the art, the mobile station 2 can engage in a "handshaking" 
protocol with the target station prior to transmitting data. 
Handshaking ensures that both stations are ready and able to 
proceed with communication. If the characteristics are not met, 
the mobile station routes messages through an affiliated cluster 

25 head for redistribution to the target station (S14) . 
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A preferred determination procedure of step S13 will now be 

explained in even further detail. Generally, if a target cluster 
member is within the RSSI threshold, but is still w much" 
further away than an affiliated cluster head, the mobile station 
5 will transmit through the cluster head to decrease overall 

network interference. w Much" in this context can be defined in 
terms of power-to-reach the target station, in view of power-to- 
reach the cluster of head, plus adjustment factors. In one 
embodiment, the power-to-reach the target member is approximately 
10 a network maximum RSSI value minus an actual RSSI value. 

In Figure 6, three circles CI, C2 and C3 define areas Al, A2 and 
A3, respectively, where nodes can hear radio signals from a 
transmitting node at a power level chosen to reach a destination 
node. Areas A2 and A3 also represent affected areas from a 

15 message relayed from CM2 to CHI, and then from CHI to CM3 , 

respectively. Area Al represents an area affected from a message 
transmitted directly from CM2 to CM3 . Typically, when one node 
is transmitting, other nodes within a corresponding affected area 
are unable to successfully transmit at the same time due to 

20 interference. As will be appreciated by those skilled in the 
art, actual radio propagation patterns are, in general, not 
shaped as circles or convex hulls. Instead, radio propagation 
patterns are often shaped like the petals of a daisy. 

The following example considers a situation where CM2 determines 
25 whether to transmit a message directly to CM3 or to relay the 
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message via CHI. As will be appreciated, network bandwidth can 

be optimized when affected areas from a transmission are 

minimized. One procedure achieves this objective by preferably 

determining : 

5 If 

(the area affected by a direct transmission between CM2 
and CM3) is less than (the area affected by a 
transmission between CM2 and CHI) plus (the area 
affected by a transmission between CHI and CM3 ) , 

10 then 

send the message directly between CM2 and CM3 , 
otherwise 

send the message via CHI. 

A more complete description would also factor in other types of 
15 " costs." One example of a cost is a delay associated with an 

acknowledgement of a direct communication. Delays caused by time 
and channel access may also be cost factors. For example, a 
transmitting station may need to request channel access prior to 
transmitting. One procedure factoring in such costs is: 

20 If 

Al < (A2 + A3) + cost, 

then 

send the message directly between CM2 and CM3 , 
otherwise 
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send the message via the CHI, where 
Al is an area affected by a direct transmission between CM2 and 
CM3, A2 is an area affected by a transmission between CM2 and 
CHI, and A3 is an area affected by a transmission between CHI and 
5 CM3 . 

As will be appreciated, areas Al, A2 and A3 are difficult, if not 
impossible, to actually measure in mobile ad-hoc networks. 
However, comparing a received signal strength (RSSI) for a node's 
transmissions can make a useful approximation of the affected 

10 areas. In this case, RSSI is a received signal strength. A low 
RSSI indicates that a node is far away. The highest possible 
(e.g., network-wide) received signal strength (e.g., 
u MaximumRSSI" ) indicates that a node is very close. If a node 
is nearby, a message can be transmitted at a lower power level. 

15 If a node is far away, then the message must be transmitted at a 
higher power. Thus, tt MaximumRSSI - RSSI" can estimate the 
power used (and the resulting interference) to reach a 
destination node. 

The following variables can be used when approximating the above- 
20 mentioned procedure. 

RSSI1 = the received signal strength from CM2-CM3 (e.g., CM2 

receiving a beacon from CM3 ) . 
RSSI2 = the received signal strength from CM2-CH1 (e.g., CM2 

receiving a beacon from CHI) . 
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RSSI3 = the received signal strength from CH1-CM3 (e.g., CHI 

receiving a beacon from CM3 ) . 

With these definitions, the following approximations are readily 
made . 

5 Al - (MaximumRSSI - RSSIl) 
A2 = (MaximumRSSI - RSSI2) 
A3 = (MaximumRSSI - RSSI3). 

In an ad-hoc network, however, node CM2 may not know RSSI3 . 
Accordingly, CM2 can approximate RSSI3 , for example, by using a 

10 fraction of the MaximumRSSI value (e.g., a midpoint RSSI value of 
" MaximumRSSI/2 , " or another faction of the MaximumRSSI value, 
such as w MaximumRSSI/ 5, tt " MaximumRSSI /3 , tt etc.) . This 
approximation can be determined by accessing a predetermined 
value or by computing a value based on network information and/or 

15 acceptable interference levels, for example. 

Thus, the procedure (without a cost variable) condenses to: 
If 

Al < A2 + A3 

which is approximated by: 
20 (MaximumRSSI - RSSIl) < (MaximumRSSI - RSSI2) + 

(MaximumRSSI - MaximumRSSI/2); which is equivalent 

to: 

RSSIl > (RSSI2 - MaximumRSSI/2) 

then 
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send the message directly between CM2 and CM3 , 

otherwise 

send the message via CHI. 

In general, this procedure translates into a strategy where if 
5 the transmission power required for transmission between the 
mobile station 2 and the target station is less than a 
transmission power required between the mobile station and the 
cluster head, plus an adder representing a fraction of the 
maximum transmission power of a mobile station (e.g., a cluster 
10 head) , then a message is transmitted directly to the target 
station. 

Preferably, each mobile station can select an optimum route 
(e.g., a route with the " lowest cost' 7 ) to transmit messages 
throughout the network, if the station decides to route messages 

15 through an affiliated cluster head. To route messages in this 
manner, each node preferably maintains information regarding 
network topology. Network topology can include a series of 
w snapshots" which are issued from each mobile station in the 
network. These snapshots are routed or flooded through the 

20 network by the cluster heads. Preferably, there are two types of 
snapshots: link-state and affiliation. A cluster head issues 
link-state snapshots, while a cluster member issues affiliation 
snapshots. Each snapshot preferably contains information such as 
current affiliated stations, potential neighbor stations, ID 

25 information, network metric information, etc. Mobile stations 
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preferably store snapshot information in databases. 

To facilitate routing selection, in one embodiment, a forwarding 
table is created to express the cost of forwarding messages. 
Since each mobile station has snapshot databases, a shortest path 

5 tree with itself as the root and all other nodes (via affiliated 
cluster heads) as branches is created. The w length" of each 
link is given by the metric for that link, and a path metric is 
the sum of the lengths along that path. Once the tree is 
constructed, it is possible to generate a forwarding table that 

10 optimally indicates which " next-hop" node or which overall path 
having the lowest cost should be used for any giving destination 
node. As will be appreciated by those skilled in the art, this 
calculation can be performed via a shortest-path first algorithm, 
for example, Dijkstra's algorithm as explained in Chapter 5 of 

15 " Routing in Communications Networks," M. Steenstrup, ed. , 1995. 
In this manner, each mobile station can determine a transmission 
path or a next-hop through any of its affiliated cluster heads to 
optimally send messages through the network. As will be 
appreciated by those skilled in the art, many other known routing 

20 procedures are suitable to accomplish any required routing. 

The individual components shown in outline or designated by 
blocks in the drawings are all well known in the communications 
arts, and their specific construction and operation are not 
critical to the operation or best mode for carrying out the 
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invention . 

While the present invention has been described with respect to 
what is presently considered to be the preferred embodiments, it 
is to be understood that the invention is not limited to the 

5 disclosed embodiments. To the contrary, the invention is 
intended to cover various modifications and equivalent 
arrangements included within the spirit and scope of the appended 
claims. The scope of the following claims is to be accorded the 
broadest interpretation so as to encompass all such modifications 

10 and equivalent structures and functions. 

For example, the step 13 decision in Figure 10 could be based on 
other network conditions. In one example, mobile station 2 
communicates directly with a target station if the network 
experiences a high volume of traffic, or if a queue for 

15 transmission through a particular node is especially long. Also 
direct cluster member to cluster member communication could be 
performed based on a priority of a message. If a message is 
prioritized as "urgent, " for example, direct cluster member to 
cluster member communication is implemented regardless of network 

20 interference . 

The preferred embodiments have been described with respect to a 
mobile station having two power levels. However, as will be 
appreciated by those skilled in the art, a mobile station that 
varies transmission power through many levels may be used. In 
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one alternative arrangement, the mobile stations transmit a power 

level reference with beacon messages, so that a receiving station 

can calculate an RSSI value. The calculated RSSI value can also 

be used to determine an appropriate responding power level to 

5 ensure a successful transmission. Hence, the concepts of the 

present invention would apply equally to a mobile station having 

many power levels. 

Also, instead of using a network-wide maximum RSSI value when 
approximating an area of interference, another appropriate RSSI 
10 value could be used. This value could be determined by analyzing 
allowable interference levels, radio capabilities, etc. 
Furthermore, RSSI values determined through other known 
definitions may also be used with the present invention. 

As will be appreciated, cluster heads could be configured to 
15 transmit cluster beacons on a backbone or local channels, as well 
as other channels, to increase exposure to the network. 
Likewise, cluster members are not limited to transmitting member 
beacons on the local channel, and may transmit member beacons 
over other such channels, if the mobile stations are so 
20 configured. Furthermore, member beacons and member communication 
messages could be transmitted at the lower power level, or at an 
intermediate power level according to configurable selections. 

Also, whereas Figures 8a and 8b show possible beacon formats, 
other formats containing different information may be used so 
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long as the issuing nodes are identified. 

Whereas Figures 2 through 5 and 7 illustrate examples of possible 
network configurations, they should not be construed as limiting 
the present invention. Other possible configurations may include 
5 a different number of cluster heads, cluster members, and/or 
affiliation connections, for example. 

Also, the present invention is not limited by the specific nodes 
and beacons used as examples in the above -described procedures. 
Instead, the procedures are applicable to other various 

10 transmission combinations. As will be appreciated by one of 
ordinary skill in the art, the example procedures could be 
modified to explicitly account for areas affected by additional 
transmission hops. Alternatively, the example procedures could 
still be used even when additional hops are not individually 

15 accounted for, according to the above-discussed general strategy. 

Also, as will be appreciated by those skilled in the art, the 
methods, procedures and logic, as described herein, can be 
embodied in a programmable computer or in computer executable 
software using known programming techniques. The software can be 
20 stored on a computer readable medium, for example, on a floppy 
disk, RAM, ROM, a hard disk, removable media, flash memory, 
memory sticks, optical mediums, magneto-optical mediums, CD-ROMs, 
etc . 

Furthermore, instead of removing a beacon from the member 
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database, as suggested in step S4 of Figure 9, the mobile station 

could set a " below RSSI threshold 7 ' flag. Then, in Figure 10, 

the mobile station would communicate directly with the target 

station listed in the database depending on the flag status. 

Also, steps S6 through S9 of Figure 9 could be replaced with a 

single step of writing all information from a received member 

beacon. 
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WHAT IS CLAIMED : 

1. A mobile communications station for communicating 
among a plurality of mobile stations in a network in which 
stations are arranged in clusters of communication member 

5 stations, with one member station in each cluster being a head 
station for the cluster, each member station communicating with 
the network through at least one cluster head station, the 
cluster head stations communicating among other cluster head 
stations, said mobile communications station comprising: 

10 an electronic memory circuit having network information 

stored therein ; 

a transceiver which transmits signals to and receives 
signals from mobile stations in the network; and 

an electronic processor circuit which (i) evaluates a 
15 member beacon received from a first member station of the 

plurality of mobile stations through said transceiver, and (ii) 
determines whether to communicate with the first member station 
directly or to communicate with the first member station by 
routing messages through at least a cluster head station 
20 affiliated to said mobile communications station. 

2. A mobile communications station according to claim 
1, wherein the determination by said electronic processor circuit 
comprises evaluating a received member beacon from the first 
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member station. 



3 . 



A mobile communications station according to claim 



2, wherein the determination by said electronic processor circuit 
further comprises evaluating a received signal strength indicator 

5 (RSSI) of the received member beacon. 

4. A mobile communications station according to Claim 

3, wherein said electronic processor circuit directs a message 
intended for the first member station via an affiliated cluster 
head station when the RSSI of the received member beacon from the 

10 first member station is below a predetermined threshold value. 

5. A mobile communications station according to claim 

4, wherein the determination by said electronic processor circuit 
further comprises evaluating a signal from the affiliated cluster 
head station. 

15 6 . A mobile communications station according to claim 

5, wherein said electronic processor circuit evaluates an RSSI of 
the signal from the affiliated cluster head station. 



6, wherein said mobile communications station directly 
20 communicates with the first member station when the member beacon 
RSSI of the first member station is greater than an RSSI of the 
affiliated cluster head plus an additional value. 



7 . 



A mobile communications station according to claim 



8. A mobile communications station according to claim 
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7, wherein the additional value comprises a fraction of a maximum 

RSSI of the affiliated cluster head. 

9. A mobile communications station according to claim 
7, wherein the additional value comprises one-half of the maximum 

5 RSSI of the affiliated cluster head. 

10. A mobile communications station according to claim 
7 , wherein the first member station and said mobile 
communications station are affiliated to a same cluster group. 

11. A mobile communications station according to claim 
10 7, wherein the first member station and said mobile 

communications station are not affiliated to a same cluster 
group . 

12. A mobile communications station according to claim 
7, wherein said electronic processor circuit determines at least 

15 one network cost and said mobile communications station directly 
communicates with the first member station when the member beacon 
RSSI of the first member station is greater than an RSSI of the 
affiliated cluster head plus an adjusted value minus the cost. 

13 . A mobile communications station according to claim 
20 7, wherein said electronic processor circuit executes a handshake 

protocol with the first member station. 

14. A mobile communications station according to claim 
13, wherein a communications link with the first member station 
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15. A mobile communications station according to claim 
1, wherein the determination by said electronic processor circuit 
comprises evaluating network bandwidth. 

5 16. A mobile communications station according to claim 

1, wherein the stored network information comprises received 
member beacon information. 

17 . A mobile communications station according to claim 
1, wherein said electronic processor circuit determines a 
10 communications route based on at least one of a transmission 
power level of an affiliated cluster head, a required 
transmission power level to transmit to the first member station, 
node congestion of the affiliated cluster head, and bandwidth 
optimization . 

15 18. A network communications apparatus comprising: 

an electronic memory circuit which stores network 
information; 

an electronic processor circuit which (i) directs 
communication between said apparatus and an affiliated network 
20 gateway and a target node, and (ii) decides which out of the 
affiliated network gateway and the target node to directly 
communicate with when transmitting messages for the target node; 
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and 

a transmitter which transmits communication signals. 

19. In a communications system for communication among 
plural stations in a network in which stations are arranged in 

5 clusters of communication stations with one of the stations in 
each cluster being a cluster head in each cluster, the cluster 
head station communicating among other cluster head stations, a 
method of operating a communications station comprising the steps 
of: 

10 receiving a beacon message each from a first station of 

the plural stations in the network and a cluster head that is 
affiliated to the communications stations- 
evaluating the beacon messages; and 

determining whether to directly communicate with the 
15 first station or to communicate with the first station by 

forwarding messages through a cluster head station affiliated to 
the communications station based on the evaluation of said 
evaluating step. 

20. Computer executable code stored on a computer 

20 readable medium, the code for operating a communications station 
so as to communicate among a plurality of mobile stations in a 
network in which stations are arranged in clusters of 
communication member stations, with one member station being a 
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cluster head station in each cluster, a cluster head station 

communicating with at least one other cluster head station, said 

computer executable code comprising: 

code to evaluate a beacon received by the 
5 communications station from a first member station- 
code to direct messages, based on an evaluation of said 
evaluation code, to the first member station (i) through an 
affiliated cluster head station for directing to the first member 
station, or (ii) directly to the first member station. 

10 21. In a communications system for communication among 

plural stations in a network in which stations are arranged in 
clusters of communication member stations each communicating with 
each other and one of the member stations in each cluster being a 
head station of the cluster, the cluster head stations 

15 communicating among other cluster head stations, a method for 
configuring the network of stations comprising the steps of: 

receiving a beacon issued by a first member station in 
a second member station of the plural stations; 

comparing a received signal strength indicator (RSSI) 
20 of the received beacon with a predetermined RSSI value; and 

determining whether the second member station should 
communicate directly with the first member station based at least 
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in part on the comparison of said comparing step. 

22. In a communications system for communication among 
a plurality of member stations in a network in which the member 
stations are arranged in clusters of communication member 

5 stations with one of the member stations in each cluster being a 
cluster head, a cluster head station communicating with at least 
one other cluster head station, a method of operating a 
communications station so as to route a message to a first member 
station of the plurality of member stations comprising the steps 

10 of: 

receiving a signal from the first member station and 
determining a received signal strength (RSSI1) for the signal, 
and; 

receiving a signal from an affiliated cluster head 
15 station and determining a received signal strength (RSSI2) for 
the signal; 

determining a value (X) representing a relationship 
between a maximum received signal strength and a received signal 
strength for a signal between the first member station and the 
20 affiliated cluster head station; and 

transmitting a signal directly to the first member 
station when: 
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23. The method according to Claim 22, wherein the 
message to be sent to the first member station is relayed through 
the affiliated cluster head when the condition RSSI1 > RSSI2 - X 

5 is not met. 

24. The method according to Claim 22, wherein the 
signal from the first member station is discarded when RSSI1 is 
below a predetermined value and the message to be sent to the 
first mobile station is relayed through the affiliated cluster 

10 head. 

25. The method according to Claim 22, wherein the 
relationship of said determining step is the maximum received 
signal strength minus the received signal strength for a signal 
between the first member station and the affiliated cluster head 

15 station. 

26. The method according to Claim 22, wherein the 
relationship of said determining step is approximated by the 
maximum received signal strength minus a fraction of the maximum 
received signal strength. 

20 27. The method according to Claim 22, wherein the 

relationship of said determining step is approximated by the 
maximum received signal strength minus one-half of the maximum 
received signal strength. 
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28. A network communications apparatus comprising: 

storage means for storing network information; 

directing means for directing communication between 
said apparatus and either an affiliated network gateway or a 
target node; 

determining means for determining which out of the 
affiliated network gateway or the target node to directly 
communicate with when transmitting messages for the target node; 
and 

transmitting means for transmitting communication 

messages . 

29. In a communications system for communication among 
plural member stations in a network in which member stations are 
arranged in clusters of communication member stations with one of 
the member stations in each cluster being a cluster head, a 
cluster head station communicating with at least one other 
cluster head station, a method of operating a communications 
station so as to route a message to a first member station of the 
plurality of stations comprising the steps of: 

approximating an area of interference (Al) caused by a 
transmission between the communications station and the first 
member station; 
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approximating an area of interference (A2) caused by a 
transmission between the communications station and an affiliated 
cluster head station; 

approximating an area of interference (A3) caused by 
5 routing a message from the affiliated cluster head station to the 
first member station; and 

transmitting a message directly to the first member 
station when: 

Al < A2 + A3. 

10 30. The method according to Claim 29 wherein the 

message to be sent to the first mobile station is relayed through 
the affiliated cluster head when the condition Al < A2 + A3 is 
not met. 

31. In a communications system for communication among 
15 plural member stations in a network in which member stations are 
arranged in clusters of communication member stations with one of 
the member stations in each cluster being a cluster head, a 
cluster head station communicating with at least one other 
cluster head station, a method of operating a communications 
20 station so as to route a message to a first member station of the 
plurality of stations comprising the steps of: 

approximating an area of interference (Al) caused by a 
transmission between the communications station and the first 
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member station; 

approximating an area of interference (A2) caused by a 
transmission between the communications station and an affiliated 
cluster head station; 

5 approximating an area of interference (A3) caused by 

routing a message from the affiliated cluster head station to the 
first member station; 

determining at least one network cost (cost) associated 
with transmitting a signal directly from the communications 
10 station to the first member station; and 

transmitting a message directly to the first member 
station when: 

Al < A2 + A3 + cost. 
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ABSTRACT 

A communications system has stations arranged in clusters (la, lb 
and lc) of communication member stations (CM2 , CM3 , CM6 and CM7) , 
with one member station (CHI, CH4 or CH5) in each cluster being a 

5 head station for the cluster. Each member station (CM2 , CM3 , CM6 
and CM7) communicates with the network through a cluster head 
station (CHI, CH4 or CHS) . The cluster head stations (CHI, CH4 
and CHS) communicate among other cluster head stations (CHI, CH4 
and CHS). A mobile communications station (e.g., CM3) evaluates 

10 a beacon message received from a first member station (e.g., CMS) 
of the plurality of mobile stations through a transceiver 6. The 
station CM3 also determines whether to communicate with the first 
member station CM6 directly or to communicate with the first 
member station CM 6 by forwarding messages through a cluster head 

15 station CHI that is affiliated to the mobile communications 
station CM3 . 
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